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 Support Area: Web 
 

1. Title Perform simple web page update  

2. Code 107908L2 

3. Range This unit of competency applies to junior IT personnel who are responsible to maintain 
simple basic web pages of the organisation’s website. The IT personnel can use any 
web page editing tool or simply a text editor with HTML to maintain the basic web 
page which typically includes: static text, images, videos, links, etc.  

4. Level 2 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge to perform simple web page update 
   Possess basic principles of website design and maintenance 

 Possess good knowledge of web contents editing tools 
 Possess good knowledge of common web browsers  
 Possess basic knowledge of file transfer tools 
 Possess basic knowledge of web page testing  
 Possess in-depth knowledge of HTML 
 Possess good knowledge of the organisation documents standards and 

procedures 
 6.2 Perform simple web page update 

 Comprehend the web page enhancement requirements 
 Locate and obtain a recent copy of the concerned web page from backups or 

download from the web server 
 Obtain all the content materials to be used for updating the web page such as 

images, videos, links, etc. 
 Select the appropriate editing tool to maintain the web page, such as: text 

editor, Dreamweaver, Visual Studio, etc. 
 Edit the web page with the information as required, including but not limited 

to the following: 
- Add/remove text contents 
- Correct broken links or references 
- Insert new or delete old links or references 
- Perform headings, images and colour revision  

 Copy or upload the new version of the web page and other new contents to the 
web server, keeping the older version for rollback purpose 

 Test and confirm the changed web page are valid 
 Test the updated web page can function to all common web browsers 
 Perform after update procedures, including back up the new version of the 

web page, removing obsolete web contents from the web server, etc. 
 Complete documents of the updated web page that fulfills the organisation’s 

guideline and procedures  
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 6.3 Exhibit professionalism 
   Always protect the interest and image of the organisation  

 Apply industry best practices and web technologies when maintaining website  
 Ensure web contents complied with Intellectual Property and copyright laws 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Correctly maintain the web page using appropriate editing tools that fulfil designed 
requirements  

 (ii) Complete all necessary testing that complied with the organisation’s procedures to 
ensure the web page functions as designed 

 (iii) Complete all the after update procedures that complied with the organisation 
standards 

8. Remarks  
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Support Area: Web 
 

1. Title Troubleshoot web browser and connection issues 

2. Code 107909L3 

3. Range This unit of competency applies to support personnel who are responsible for providing 
front line support on web browser usage to users on different client platforms, 
including desktops, notebooks, tablets and even smartphones. The web browser is one 
of the most used applications. Very often users will encounter many issues which will 
need assistance. Common issues encountered including but not limited to the 
following: cannot start browser, wrong security setting, incompatibility, malware, 
connection problem, unable to initiate download after click of links, etc. To assist users 
the support personnel will troubleshoot and provide a remedy. Additionally the support 
personnel should provide some basic tutorial to users to avoid repetition and facilitate 
self-help. 

4. Level 3 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge for troubleshooting web browser and connection issues: 
   Possess good communication and interpersonal skills 

 Possess good troubleshooting skills and capable of providing systematic 
instructions for remote problem solving  

 Possess good knowledge of functions of various web browsers on different 
platforms 

 Possess basic knowledge of operating different computing platforms 
 Possess basic knowledge of web browser development and trends such as: 

technologies, web browser features, malwares attacks, etc. 
 Possess basic knowledge of the organisation’s network infrastructure  

 6.2 Troubleshoot web browser and connection issues 
 Patiently listen to user describing issues and symptoms. Use appropriate 

questioning techniques to gather as much information to help troubleshoot the 
issue: 
- What are the types of issue user is experiencing,  
- What type of browser 
- What platform and OS environment the browser is operating on  

 Refer to history problem log to determine if similar problems and solutions 
exist 

 If web browser shows “cannot connect to server” or similar message, then 
troubleshoot network connection by verifying and correcting below items: 
- Verify the client is actually connected to the network (LAN or mobile) 
- Verify client has acquired a valid IP and DNS address 
- Verify correct  proxy server setting  
- etc. 

 If displayed content is inconsistent with the new contents of the web site, then 
clear the cache of the browser 

 If downloads are not permitted or no activities after user clicked a link, then 
review and adjust the security settings that prevent certain risky functions and 
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scripts from auto activated, such as: ActiveX, cookies and downloads. Any 
adjustment of security setting must be complied with the organisation security 
policies 

 If web browser cannot start then locate related error messages from system or 
application logs to determine the issue. If application is corrupted, and no 
alternative method of correcting the problem, then uninstall and reinstall the 
Web browser 

 If the browser consistently redirected to unwanted web site, this may be due 
to the browser being hijacked by malware. Use anti-malware software to 
detect and remove the malware  

 Explain the cause of issues and remedies applied to users and provide some 
basic training and advice to user on “best practices on using web browser and 
surfing internet” 

 Create or update problem log in accordance with the organisation’s 
procedures and issues and remedies performed  

 6.3 Exhibit professionalism 
   Possess customer service attitude with desire to assist users with problems 

 Follow organisation safety guidelines and procedures when troubleshooting 
and/or reification of equipment 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Systematically apply web browser troubleshooting techniques to identify the cause 
of issues and provide remedies  

 (ii) Use correct level of technical language to gather information related to the Web 
browser issues and conduct tutorial to users 

 (iii) Complete the “after event” procedures in accordance with the organisation’s 
standards 

8. Remarks  
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Support Area: Web 
 

1. Title Maintain website performance 

2. Code 107910L3 

3. Range This unit of competency applies to IT support personnel who are responsible to 
maintain the performance of the organisation’s website. One of the tasks of website 
maintenance is to ensure the site is running at an optimal speed that can provide a good 
user experience to visitors and a successful website with business. 

4. Level 3 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge for Maintain website performance 
   Possess good knowledge of various website performance testing tools, such 

as : Webpage analyser, Google’s site tool and Google Page Speed, Yahoo’s 
YSlow, etc. 

 Possess good knowledge of creating web contents  
 Possess basic knowledge of different web browsers  
 Possess good knowledge of the organisation basic network infrastructure  
 Possess good knowledge of the organisation website performance 

requirements  
 6.2 Maintain website performance  

 Work with supervisor and/or colleagues to identify the website response time 
required. Different types of responses for different types of contents   

 Verify the website performance using suitable performance testing/measuring  
tools 

 Study the website network and hosting server performance 
- If loading is high, consider off load some of the tasks from the server 
- If web server is hosted on a Cloud Server, consider using a different 

hosting service provider    
 Work with content developers to review and advice on some but not limited to  

the following: 
- Minimise size of webpage  
- Minimise the use of nested table 
- Avoid using oversized image file straight from camera. Resize image files 

to a match the purpose 
- Optimise programs, scripts and databases 

 Regularly run stress tests to ensure the performance of the website is within 
the organisation’s standard 

 Document performance test results for reporting purpose 
 

 6.3 Exhibit professionalism 
   Possess quality of service attitude. Website performance affects the 

organisation image and business 
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7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Work with supervisors or colleagues to identify the and formulate a performance 
standard for the organisation’s website  

 (ii) Use performance measuring tools to determine the performance of the organisation 
website 

 (iii) Work with website developers to improve performance of the website to meet the 
organisation’s performance requirement 

8. Remarks  
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 Support Area: Web 
 

1. Title Build simple web site using content management systems 

2. Code 107911L3 

3. Range This unit of competency applies to IT personnel who are responsible for building a 
simple web site for the organisation. Most companies will want to have an Internet 
presence; having at least a simple web site and IT personnel are entrusted with building 
this web site. As Internet and web content management system (CMS) technologies are 
maturing, building web sites is almost as simple as creating “Office” documents. 
However, once the web site is built the IT personnel will need to provide tutorials to 
webpage designer on use of CMS editor to build webpages. This UoC assumes the web 
site is hosted by hosting service provider. 

4. Level 3 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge for building simple web site using content management systems 
   Possess good communication and interpersonal skills  

 Possess good knowledge of web hosting concept and sourcing of hosting 
facilities 

 Possess detail knowledge of implementing web CMS systems  
 Possess detail knowledge of operating and administering the organisation’s 

CMS  
 Possess basic knowledge of HTML 
 Possess some basic training skills  

 6.2 Build simple web site using content management systems 
 Work with supervisor and other stakeholders to identify the website technical 

requirements from, such as: 
- Type and usage of web site (dynamic, static, Internet store, etc.) 
- Performance required (response time) 
- Size of storage  
- Network speed 

 Identify suitable web CMS and web hosting company (unless for the 
organisation use, taking into various factors, including: 
- Prices 
- Backup service 
- Facilities offered (storage, network bandwidth, CPU speed, etc.) 

 Prepare purchasing document, in accordance with organisation procurement 
procedures, and recommendation for supervisor approval 

 Liaise with hosting service provider to setup DNS reference to the 
organisation’s new web site and acquire hosting servers logon details to 
administer the CMS 

 Download and perform remote installation web CMS on hosting server 
 Access administrative functions of web CMS to perform following tasks: 

- Upload and install a template for the website 
- Upload company logo and other media (pictures and video) contents for 
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the home page  
- Edit the home page with CMS editor 

 Test the web site with different web browsers to ensure compatibility 
 Create login accounts and provide tutorial sessions for web designers to use 

the CMS editor to create web pages on the web site 
 6.3 Exhibit professionalism 
   Be familiar with W3C web standards and ensure the CMS and web site are 

W3C compliant 
 Always look after the interest of the organisation when dealing with external 

parties 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Fully comprehend the requirements of the type of web site the organisation is 
building and acquire sufficient technical details to subscribe to a web hosting 
service 

 (ii) Install the CMS on the hosting server and be able to use the CMS editing tools to 
create the web site’s home page that is compatible with common web browsers 

 (iii) Provide sufficient tutorial and assistance to web page designers that enable them to 
construct other web pages without any difficulties 

8. Remarks  
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Support Area: Web 
 

1. Title Maintain website  

2. Code 107912L3 

3. Range This unit of competency applies to IT personnel who are responsible to maintain the 
organisation’s website. The website is the window of companies to the Internet world. 
It represents the organisation. Hence, it is essential to be always in operation and the 
contents are update without any embarrassing issues, such as customer cannot complete 
purchasing transaction or students cannot upload (hand in) projects or homework. This 
UoC concerned with the website maintenance of the content rather than the physical 
server which the website is hosted on.   

4. Level 3 

5. Credit 3 

6. Competency Performance Requirement 
 6.1 Knowledge for maintaining website: 
   Possess interpersonal and coordination skills 

 Possess basic knowledge of principles of website design and maintenance 
 Possess good knowledge of creating web contents  
 Possess basic knowledge of operating common web browsers  
 Possess good knowledge of operating website testing tools 
 Understand user feedbacks or complaints related to the website 
 Understand the organisation’s website performance requirements 
 Possess basic knowledge of the organisation document standards and 

procedures 
 6.2 Maintain website 

 Coordinate with various parties in the organisation to implement new features, 
upload new contents to website 

 Create various channels to receive information related to the organisation’s 
website, included but not limited to the following:  
- Visitor feedbacks or user complaints 
- Results of website testing tools 
- Monitoring/log statistics   
- Alerts of website outage 

 Periodically perform tests including but not limited to the following: 
- Access to the website is still possible 
- Web contents are compatible with different browsers and different clients 

(mobiles and desktops) 
- No broken links  
- Software are updated 
- Access and download speed 
- Functions/features are operational as expected, such as: checkout, blog, 

forum, registration, upload, download, etc.  
 Correct or coordinate with appropriate parties to correct any detected issues 

and remove redundant contents 
 Collect visitor traffic statistic for security purpose and/or business use 

- Pages entered on and exited on 
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- Time spent on the site 
- Bounce rate 
- Referring sites 
- Countries of visitors are from 

 Use monitoring tools for “Reputation management” of the organisation’s 
name, brands and contents of the website appeared on the Internet, such as 
Google alert 

 Apply backup strategies: 
- Perform scheduled backups 
- Perform drills for recovery, in the event of website corruption  

 Document and create reports that comply with the organisation’s standards 
and procedures for assisting website developers and management decision 
making 

 6.3 Exhibit professionalism 
   Look after the interest and reputation of the organisation  

 Apply industry best practices and web technologies when maintaining website  
 Adhere to Intellectual Properties and copyright laws 

7. Assessment 
Criteria 

The integrated outcome requirements of this UoC are the abilities to:  

 (i) Use different tools to monitor and test organisation’s website  
 (ii) Liaise with appropriate parties to correct issues and ensure the website is fully 

functional, updated and tested with different browsers on different clients 
 (iii) Ensure the website is well backup according to the organisation’s planned 

schedules and can be recovered within the organisation standard  

8. Remarks  


